
2024 THREAT LANDSCAPE 
STATISTICS 
FROM RAPID7 LABS

RAPID7.COM

RANSOMWARE 
EXTORTION 
TOP 10 RANSOMWARE GROUPS 
BY NO. OF LEAK SITE POSTS 
JAN 1 - NOV 30, 2024

579

573

219

LockBit

RansomHub

Play

Hunters

Akira

Medusa

Cactus

Qilin

Black Basta

BlackSuit

0 100 200 300 400 500 600

232

212

195

173

171

166

160

MOST OBSERVED MALWARE IN 2024 

14%
of incidents.

SocGholish

10%
of incidents.

GootLoader

4%
of incidents.

AsyncRAT

More than one-quarter (28%) of the customer incidents Rapid7 responded to in 
2024 involved one of these three malware families.
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MDR: MOST OBSERVED MALWARE

33
75

573
leak site posts by popular 
Ransomware-as-a-Service 
(RaaS) group RansomHub from 
January through November, 
second only to LockBit at 579.

new or rebranded threat 
actors appeared between 
January 1 and December 10.

groups actively posted to 
their leak sites during that 
time.

RANSOMWARE ACTIVITY

between January 1 and November 30 
involved remote access to systems 
where multi-factor authentication 
(MFA) was missing or unenforced — 
making inadequate MFA the largest 
driver of incidents for the year.

56%

MFA: MORE IMPORTANT 
THAN EVER

  INCIDENTS

Source: 2024 Threat Landscape Statistics: Ransomware 
Activity, Vulnerability Exploits, and Attack Trends
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