
Managed Services  
for Rapid7® Nexpose® 

PRIMARY GOALS:

• Maximize your security 
investment

• Shorten your time to 
productivity and results

• Reduce your operational 
overload 

• Get expert guidance

• Leverage the attacker's 
mindset

Overview

Rapid7’s Managed Services team helps you quickly leverage your 
security program investment by handling the operational require-
ments for you. We offer regular assessments and concise reporting, 
which supports your organization’s higher productivity and saves you 
time and money.

Take control of your Vulnerability Management 
program with help from the experts.

Maximize your investment – Your vulnerability management program 
needs daily attention and regular analysis to raise your security 
posture to its fullest potential. Our security experts will fill in for you 
when you don’t have in-house skills or resources.

Quicker time to productivity – Our Managed Services team can handle 
the configuration, scanning, and reporting for you, so that your team 
doesn’t spend extra time getting trained or off-loading other import-
ant initiatives. 

Reduce the operational overload – There’s no need to hire additional 
personnel in-house to manage security programs. The remote 
management of a Nexpose environment by our team takes away the 
burden of hiring resources as well as maintaining hardware upgrades 
and software updates.

Receive expert guidance – Your dedicated resources will answer 
general questions and provide guidance. In addition, hands-on project 
management will help your team throughout the process to ensure 
customer advocacy and project advancement.

Leverage the attacker's mindset with Rapid7's unified solution –  
Run and managed by the experts, Nexpose Ultimate will allow you to 
more effectively and efficiently reduce the attack surface and manage 
risk. It is the first and only vulnerability management solution to 
combine assessment of vulnerabilities and controls, validation, and 
prioritized remediation planning in a single solution.
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64% percent of security technology 
decision-makers rate lack of staff 
as a challenge, and 61% find 
unavailability of security employees 
with the right skills a challenge. 

-Forrester Report: Understand The State 
Of Network Security: 2015 To 2016
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Rapid7 Managed Services 
offers a prioritized remedia-
tion plan and regular program 
assessments based on your 
organization's specific compli-
ance and security needs.
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Regular network assessments –  
Regularly-scheduled audits focused 
on specific areas of infrastructure and 
compliance need. Benefit from 
quarterly business reviews with 
management to discuss the health 
and status of your Vulnerability 
Management program.

Targeted scanning and reporting – 
Focused scanning and reporting on 
infrastructure areas (internal, exter-
nal, web application, database, etc.) or 
compliance specific to your organiza-
tion. Reports can be role-based and 
incorporate asset and vulnerability 
filters.

Unlimited report generation –  
Delivered reports of executive sum-
mary, technical details, baseline 
comparison, remediation reports, and 
limited customized reports, as your 
organization requires.

Service components of Nexpose 
managed environment – Receive 
access to a reporting dashboard based 
on scan data and a program success 
scorecard to monitor progress.

Program Success Scorecard – Monitor 
the success of your security program 
with a metric-driven scorecard based 
on your own program goals. You’ll also 
get a quarterly Rapid7 collaborative 
review to ensure program success.

Rapid7’s Managed Services for Nexpose can help you with: 

Rapid7 tools and methodology will give you an edge when planning against the 
attacker's mindset, allowing you to identify typical attack paths used by malicious 
attackers and monitor your controls when securing your environment. Our custom-
ized scorecards and flexible reporting will ensure you're delivering reliable reports 
and recommendations to your stakeholders. 

The latest tools – Reduce risk with 
regular system maintenance through 
the latest software updates and 
required hardware upgrades.

Vulnerability validation – Validation 
provides impact-driven confirmation to 
help you prioritize and make informed 
decisions on your prioritized remedia-
tion plan through review of validation 
checks for accuracy, categorizing data 
by discovery method and verifying 
vulnerable versions of software.

Optional support upgrades –   
Additional support options if you own 
and manage your own vulnerability 
management program. Opt for stan-
dard support from experts or Super 
Support for 24/7 access to a dedicated 
security resource.

For more information on Rapid7 
Managed Services and the levels of 
support available to you, visit  
http://www.rapid7.com/products/
nexpose/services.jsp. 


