RAPID)) COMPLIANCE BRIEF

Detect Intruders and
Meet PCI Compliance with
InsightiDR

InsightIDR is built to find common and targeted threats across your network early in the attack chain—before there’s unauthorized
access to sensitive data or your cardholder data environment (CDE). In addition to helping you detect and investigate phishing,
malware, and the use of stolen credentials, InsightIDR helps you fulfill many obligations mandated under the Payment Card
Industry Data Security Standard (PCI DSS).

PCI DSS has three core components:

® Assess business processes that deal with cardholder data and potential vulnerabilities.
® FEliminate vulnerabilities as they are discovered; avoid storing credit card data to the fullest extent possible.

® Compile and submit required reports to demonstrate compliance.

InsightIDR, your cloud SIEM for modern detection and response, helps your team comply with multiple facets of PCI DSS across
these requirements, including Requirement 10 (tracking and monitoring all access to network resources and cardholder data) and
Requirement 11 (testing security systems and processes).
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Figure 1: Meet your compliance needs with real-time report cards, flexible search, and User Behavior Analytics.
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Here's a specific breakdown of PCI DSS 3.2.1 by requirement:
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Protect cardholder data

Document and implement procedures to protect
keys used to secure stored cardholder data against
disclosure and misuse.

Develop and maintain secure systems & applications
Separate development/test environments from
production environments, and enforce the separation
with access controls.

Implement strong access control measures

Limit access to system components and cardholder
data to only those individuals whose job requires
such access.

Identify and authenticate access to system
components

® Ensure proper user identification management for
non-consumer users and administrators.

® Change user passwords/passphrases at least
once every 90 days.

® Do not use group, shared, or generic IDs,
passwords, or other authentication methods.

Track and monitor access to network resources and
cardholder data

® Implement automated audit trails.

® Record audit entries; secure the audit trail.

® Use file integrity monitoring (10.5.5).

® Review logs of all critical system components.

® Review logs of all components that perform
security functions.

® Retain audit trail for at least one year, with 3
months readily accessible for analysis.

The included Insight Agent with InsightIDR helps you
detect and respond to attacks across Windows, Mac, and
Linux assets. InsightIDR supports file integrity monitoring
(FIM) and can be used to monitor key and credential files
on critical assets.

InsightIDR helps validate that your access control
policies are being properly enforced. You can monitor
multiple separated environments, define specific

zones, and be alerted if access policies are violated.

For example, you could set a policy that no users in the
“developers” group should access the network zone “PCl
Production;” you'll be notified of any violations.

After flagging systems in your CDE as restricted assets,
InsightIDR will alert you on any change in behavior.

This includes suspicious authentications, users with
unexpected privilege escalations, and even approved
users remotely accessing the CDE from a new source
asset. This detects unauthorized access, risky behavior,
and enforces policies set by your security team.

InsightIDR exposes risky user behavior, including shared
accounts, unknown administrators, and non-expiring
passwords. This visibility into user behavior across your
network helps enforce your set security policies.

In addition, InsightIDR alerts on password brute forcing,
pass-the-hash, and other credential-based attacks by
running behavior analytics on event logs and through
included deception technology, which includes
honeypots, honey users, and honey credentials.

InsightIDR comes with cloud-native data collection, a
powerful search, and pre-built compliance dashboards
to help you solve Requirement 10 and give you visibility
across your modern network.

With your standard InsightIDR subscription, all ingested
logs are stored for one year (3 months fully accessible in
“hot storage,” 9 months “cold storage”).

With Managed Detection and Response (MDR), your
logs are retained for audit, compliance, and search for
365 days in hot storage. As a cloud SIEM, data retention
across InsightIDR and MDR can be tailored to exactly
meet your business and compliance needs.
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Test security systems and processes

® Use intrusion detection and/or prevention
techniques to detect and/or prevent intrusions
into the network.

11.4
11.5

® Deploy a change-detection mechanism to alert
personnel to unauthorized modification of critical
files.

Maintain an information security policy

® Monitor and analyze security alerts and
information, and distribute to appropriate
personnel.

12.5.2
12.10

® |mplement an incident response plan. Be prepared
to respond immediately to a system breach.
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Figure 2: InsightIDR brings together asset, user, and behaviorial
data into a single view.

InsightIDR helps you detect phishing, malware, and the
use of stolen credentials— the three most common
attacker behaviors behind breaches. InsightIDR also
comes with threat intelligence management and fully
integrates with your existing firewalls and Intrusion
Detection/Prevention Systems (IDS/IPS). Logs from IDS/
IPS systems are made fully searchable for investigations
and audit.

InsightIDR comes with file integrity monitoring, which can
be used to detect modifications to critical system files,
configurations, and content.

InsightIDR comes with case management and incident
investigation capabilities, including log search, endpoint
interrogation, and easy access to user behavior data.
Alerts from your existing network and security tools can
be fed into InsightIDR and then distributed to teams via
email, ticketing systems, or chat tools like Slack.

InsightIDR is built for modern threat detection

and response and assists from initial detection to
containment. Built-in automation in InsightIDR helps
teams quarantine potentially compromised users
immediately and initiate response plans within seconds
of detecting threats.

14 About InsightIDR

Rapid7 InsightIDR, our cloud SIEM,
leverages attacker analytics to
detect intruder activity earlier in the
attack chain, cutting down false
positives and days’ worth of work for
security professionals. It hunts for
actions indicative of compromised
credentials, spots lateral movement
across assets, detects malware, and
sets traps for intruders.

To learn more about InsightIDR or
start a free trial, visit

www.rapid7.com/insightidr.

Support

call +1.866.380.8113

Customer Portal



https://www.rapid7.com/products/insightidr/
https://help.rapid7.com/get-support.html

